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Dear Tellow Kentuclians:

The Kentucky Office of Homeland Sccurity preparcs the Commonwealth, its counties and cities [or
untnreseeable man-made and natural disasters. Through intelligence gathering, community preparcdness,
training and exercises, and [unding for cqnipment, homeland sceurity helps Kentucky's [irst responders
prevent, withstand, mitigate and recover from unexpected cvents.

Since {hat bright September 11 morning was clouded by evil, Kentuckians in and out ol uniform have
worked to ensure the Commonwealth is prepared for all hazards. As a result, Kentucky is safer and more
secure than it was 10 years ago, and (his report details many collaborative efforls accomplished this year.

Highlights include:
o the first-cver stalc smart-phone application [or reporling suspicious aclivity;
s implementation of elecronic warrants in 107 counlics;

s conducted a table-top exercise on the evacualion of Commonwealth Stadium;

o co-sponsored the Appalachian Tnelusive Emergency Preparedness Conference;

s  increased inferoperable communications between state and local apencies;

e  supported specialized teams in scarch and rescue, bomb detection and cradication, and struclural

collapse; and
e outfitted law enforcement personnel with innovative lechnology.

Homeland sceurity has become part of our way of life and will continue {0 be a part ol (hat fabrie as new
threals emerge, vulnerabilities develop, and the world becomes mare complex. Troader (han any single
apeney, homeland security requires strength lo coordinale, measure ouleomes, assess risks, and continue
vigilanee withoul complacency.

As we close the first decade since the tragic events of 9/11, we continue to remember for whal purpose

the Kentucky Office of Homeland Sceurity was established —to prepare first responders, communitics
and individuals to be ready [or acts of terrorism or natural disaster (hat might affect our way of life.

Sincerely,

Do i



Kentucky Intelligence Fusion Center

The Kentucky Intelligence Fusion Center (KIFC), formed in 2005, serves as a coordination point for
information related to eriminal andfor tervorist activity. The Fusion Center is tusked with the
responsibilities of receiving, analyzing and disseminating information to law enforcement sand other
private sector stakeholders in order o support awareness and preparcdngss; and to support eriminl
investipations. The core of the Fusion Center is the analytical componen| made up ol criminal
infelligence analysis from the Kentucky Office of Homeland Sceurity and (he Kentucky Slate Police as
well as operational support personnel from (he Kentucky Department of Corecelions and the Federal
Burcau of Investigation.

The Fusion Cenler’s other clements include the Transportation Operations Center, which provides
situational awarencss and incident management regarding Kentueky's transporlation network; and the
Kentucky State Police eadquarters Communications Branch, which provides communications and a
24/7 point of contact for cimerging incidents throughout the Commonwealth. Tach of the laticr serves an
important and vilal function in (he Fusion Center’s overall mission, The Fusion Center is eurrently
staffed by (he following agencies:

o Kentucky Office of Homeland Sceurity ) ,
Kentucky State olice KentUCky niel | Igence

L]

o  Kentucky Transportation Cabingt - - =

o l(cnlu{:kkyy Depmﬁmcnt of Corrections P IDN@CENTEQ
* Kentucky Fire Commission

° U.S. Department of Homeland Security Intelligence and Analysis

®  [lederal Bureau of Investigation

o LLS. Customs and Border Protcelion

e LS. Department of Homeland Sceurity Protective Programs Directorate

Other members include:

LS. Secret Service
¢ Lexinglon Division of Palice
¢ Bureau of Alcohol Tobaceo, Fircarms and Dxplosives

The daily work of the Kentucky Intelligence Fusion Center is focused toward the four following eritical
nperational capabilitics:

1. Reccive federally gencrated classified and unclassificd threat information.
Analyze information and provide local context, (hereby adding value to already existing
information.

3. Disseminate threal information to stakeholders who have a need or right to know, therchy
increasing their situational awareness and preparedness.

4. Gather locally generated information tlrough law enforcement, public and open source
reporting,

While Fusion Cenler personnel are performing the above tasks through the preparation of intclligence
products, response to requests for information and completion of threat/vulnerabilily asscssments, they
are also involved in a number of othier activities that support information shiaring, threal mitigation and
ontreach.



The Fusion Center lias hosted training for analysts in the vetling of Suspicious Activity Reports (SARs)
as part of the Nationwide Suspicious Activity Reporling Tnitiative (NSI). Fusion Center analysts are
responsible for reviewing and validating SARs to determine if they should be forwarded (o the FBI Joint
Terrorism Task Force or the NSI Shared Space, a nation-wide database of velted suspicious activily
reports.

In the pasl year, Fusion Center personnel have been engaged in a number of (raining sessions to facilitate
integration of fire serviec personnel inte the information-sharing environmenl. The Fire Service
Intelligence Enterprise is an initiative whereby [ire service personnel arc included in the sharing of
(hreat information that has been generally reserved for law enforcement. Recognizing the role the fire
service plays as a first response agency, the Fusion Cenler has sought (o scek inpul from this discipline
with regard to the (ypes of information that are nceded by the fire service; and at what level this
mformation needs to be shared. Additionally, fire service personnel have been bricted on e current
(hreat environment and trained on the Homeland Sceurity Information Network (an information-sharing
platform used by the Fusion Cenler) in an effoit to engage fire departnients in the reporting of suspicious
activity.

Al {his time, seven separate training sessions have been conducted for fire service personngl:

Fire Officer's School (Lexington) State Fire School {Lexinglon)
MNorthermn KY Ashland

Winchester Bowling Green

Paducah

In the pasl year, the FBI has re-cngaged with the Fusion Center by assigning a full-time operations
supporl specialisi as the FBI liaison. With this assigned personnel, the FRT has also installed FBINET in
(lic sceure workspace at the Fusion Center. This provides another avenue to classified information via the
I'Bls records managemenl systen.

To further facilitate information sharing throughout the Commeonwealth, the Fusion Center continues 10
operale an Intelligence Liaison Officer program. This is an initistive whereby local law enforcement
agencies designate an officer Lo serve as (he depariment’s liaison to the Fusion Center. This officer is the
point of contact for Fusion Center personnel and serves as the conduil for information to and from the
Fusion Center. An annual training session was hosted at the end of September for Intelligence Liaison
Officers across (he state.  Currently, there are over 100 designated intelligence liaison afficers. They
were provided with a full day of instruction, which included a half-day of Liaison Officer Commumily
Outreach Program training. Liaison officers were also provided information on the Tripwire program
being operaled by the Tusion Center in conjunction with the FBI. This initiative focuscs on specific
elemeits within the private seclor where would-be {errorists might attempt (o procure pre-cursor
chemicals or supplies in fintherance of leerovist plot.

During the past 12 months, Fusion Center personnel have attended the annual meetings of the Kentucky
Aszociation of Chicfs of Police, the Kentucky Sheriffs Association as well as a number of information
sharing meelings with law enforcement agencies and (he private seclor,

While fusion centers throughout the nation arc attempling fo integrale (heir state’s critical infrastructure
programs into their operalions, Kentucky’s Fusion Center has always incorporated the Crilical
Infiasiructure Protection Pragram (CIPP). The work of Kentucky’s CIPP has benefited a number of
governmental and  private-scetor enlities by providing vulnerability assessments, recommending
profective measures and coordinating funding to address identified gaps. Critical infrastructure personnel



are involved in professional organizations such as American Society of Industrial Sceurity and the FBI-
sponsored InfraGard program.

The Fusion Cenler strives fo address the changing and varied information nceds of law enforcement
throughout the Commonwealth through surveys designed to identify local and regional crime issues ihat
cause the greatest concern [or responding law enforcement agencies.  Additionally, the KIFC has
published a “Law Enforcement Sensitive” Stalewide Threat Assessment, which [ocuses on potential
threats throughout the Connmonwealth, ranging from international and domestic terrorism to gangs and
drug rallicking trends.

Although the mission of Kentucky's Tusion Center is the receipt, collation, evaluation, analysis and
dissemination of imformation in support of criminal and terrorism investigations, there are a number of
related administrative tasks that accompany/facilitate this work. Tn March, the Fusion Center gained
approval of a Privacy, Civil Rights/Civil Liberties Policy thal was required by the 118, Deparlment of
Homeland Security, Additionally, the Fusion Center has undergone {wo sellassessments and outside
validations in (he last 12 months, In order to participate in the Nationwide Suspicions Activily Reporting
Initiative (NSI), the FFusion Center had to submit a sile plan as well as receive training for analysts
regarding the velling of suspicious activity reports.  Training for analysts is also a recurring annual
requirement,

Kentueky’s Fusion Center is a member of the National Fusion Cenler Association and Southern Shield (a
regional intelligence-sharing organization comprising Southeastern staies), Notwithstanding the national
and regional alliliations, the Fusion Center is ultimately tocused on both internal and extcrnal threats to
Kentucky. The information-sharing mission of the Fusion Cenfer is a protection and preparcdncss
mission.

Cyber-Terrorism

The Fusion Center has no specifie information indicating a planned atlack on the I'l" infrastrocture of the
Commomvealth.  Daily Cyber Reports from DHS are forwarded to stakeholders within the
Commonwealth Office of Technology, Kenlucky State Police and Kentucky Transportation Cabinel to
increase their awareness of current eyber thrcats throughout the country. Additionally, the same agencics
have been provided wilh a DHS product entitled Preventing and Defending Against Cyber Aitacks.
Kentucky has had only a slight exposwe to eyber (crrorism-related events.  While more groups arc
beginning lo engage in cyber attacks, Kentucky has heen forlunate in that it has not been targeted like
other states have. 1lowever, while Kentucky has nol been targeted as much as other states, it still has
controversial industries that could potentially become the [ulure target of a group or individual.

e (U/FOUO) In 2004, an identified cnvironmental group targeted two logging companies in
Kentucky with cyber attacks. As a result of the allacks, the businesses suffered a loss of revenne
and components of their IT infrastruciurc’,

¢ (UFFOUO) In 2005, an identified animal-rights group encouraged its members lo carry out a
denial of scrvice alfack against Yuml. Shortly thereafter several email addresses helonging (o
Yum! were targeled in a series of cyber attacks resulling in a disruption of business and the
shutting down of three servers”,

Electro-Magnetic Pulse (EMP)
The Fusion Cenler has received no reports of the use of an electro-magnetic pulse device in the
Commonwealth, nor does it possess any information indicating an imminent tlreat of this natare.

"FBI IR 4 213 1190 05
“FBI IR 4 213 1248 05



Agro-Terrorism
The Fusion Center has received no reporls of agro-terrorism in the Commonwealih, nor does it possess
any information indicaling an imminent threat of this nature.

Eco-Terrorism

In general, Kentucky has not experienced (he more violenl criminal acts associaled with various violent
single issue cxiremist groups that other parts of the country have luced. As of this report, the majority of
criminal acts carried oul in the name of protecting the enyironment here in Kentucky have been non-
violent, While the majority of members involved in environmental activist groups arc exercising their
constitutionally proteeted rights of frce speech, a small percentage of individuals have carried oul non-
violent eriminal acts in the name of the environment.

s (U/FOUQ) At various limes in 2008 members of a known environmentalist group have
performed various criminal acls in states surrounding Kentucky’. These actions included
blockades, vandalism, and eriminal trespassing. This group has members in Kentucky, Tennessee,
Virginia, and West Virginia.

e (U/FOUOQ) In April 2007 KIFC/Y UM! exccutives and several of its employees reecived a death
threat in the form of an email [rom its customer rclations website'.

(U/FOUQ) Tn May 2007 the President of KTC received a deatl threat via email’
(U//FOU0) In Seplember 2007 KFC/YUM! received a threat to blow up several of its
establishments. Message was received via the customer relations website”,

o  Ouiside of Kentucky KFC/Y UM! cstablishments have frequently been the tavgets of vandalism
and arson,

Assessment

(UMFOUDY While violent single-issue ex{remists remain active within the United States, activity in
Kentucky has remained relatively low when compared Lo ofher states. However, duc to the fact thal
industries targeted by these groups having a presence in Kentucky, monitoring of these groups should
conlinue,

eWarrants

The Kentucky ¢Warrants system provides an automated method [or (he creation, dissemination, and
clearing of warrants, This innovative procedure is Web-based, thus providing uscrs the ability to create
eriminal complaints, sign complaints into warrants or summons and access those documents via the
Internel. eWarrants interfaces with the Taw Enforcement Information Network of Kentucky, penmitling
100 percent of all warrants enlered into the sysicm to be available virlually real-time to law cnforcement
24/7.

o ¢Warrants is used in 107 countics. By Dec. 31, the system will be operational in 117 counties.
The three remaining counties will be completed by March 2012.

e 'The cWarrants implementation is a joint effort by KOHS (uban counties) and the Attorney
CGeneral’s Office (roral countlics.)

3 Known Source Available Upon Reguest
“FBI IR 4 201 2806 07
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An additional fmetionality was developed for Jefterson County through the federal Recovery Act
that allowed Limergency Protective Orders and Domestic Violence Orders to be entered into the
system. This addition will be made available to other counties throughout 2012,

Fifty thousands swvarrants from the old, paper-based system hiave now been served in the new
system.

Eighty percent of new warrants and summons in the ¢Warranls system reach a conclusion - they
arc served by law enforeement or rescinded by a judge, a dramatic inerease from the previeus
paper-based process.

Jefferson County
District Court Judge
Donald Armstrong
signs the first
Kentucky eWarrant.

State of Kentucky eWarrant
Counties

KOHS Funded On-Line ===
FPending KOHS On-Line Funding e
OAG-ARRA Fundlad On-Line «=

Fending OAG-ARRA On-Line Funding «—
Other Funids < &
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Preventive Radiological/Nuclear Detection Capability

Tn November 2008, Kentucky completed a multi-year, multi-state pilot program to tesl certain elements of
the interior layer of the Global Nuclear Detection Systen. To continue our Prevenlive
Radiological/Nuclear Detection (PRND) efforts, Kentucky has maintained a close partnership with the
Department of Homeland Securily’s Domestic Nuclear Detection Office (DNDO) o refine PRND
protocels, Concept of Operations (CONOPS), and conducl iraining for local and slate first responders.

Over the course of 2011, KOHS partnered with the DNDO and the
Kentucky State Police to conduet training on the mobile radiation detection
system. Several key agencies including the Lexinglon Fire Depaitment
TazMal Unit aud the Kentucky Department of Public Health’s Radiation
Satety Branch participated in the training. The mobile unit has been used as
part of daily operations and special cvents. KOS also compleled a
programmatic PRNI)  program  assessment will  the DND(Ys Net
Assessments lcam and is an active participant in the DNDO’s State and
T.ocal Working Group and Training Advisory Forum.

Lo further he PRND mission, the KOHS is currently working with the
DNDO Net Assessments Red Team to schedule an exercise with overt and covert components lo “stress
test”™ operations.

KOHS has awarded approximately $382,000 in Homeland Sceurity Funding for (he purchase of detection
equipment.

JusticeXChange

TusticeXChange is a real-time “who’s in jail” dalabase, feeding offender information directly from local
jail management systems into a central Jatabase for immediale access lo all booking and rclease
information. KOHS provides overall stalc-level sysiem adminisiration for JusticeXChange.

‘I'here are more than over 2,300 users across the Commonwealth, comprised of law enforcement,
corrections, child support, military police, and prosecutorial personnel. During this reporling period,
Kentucky users located nearly 1,400 non-custodial parents and hundreds of wanted individuals or persons
of inlerest.

& Justicexchange

Information) Analytics. DecISI0nS,

National Suspicious Activity Reporting (SAR)

The Nationwide Suspicious Activity Reporting (SAR) Initialive (NSI) is an outgrowth of a number of
separate but related activities that respond dircetly to fhe mandale to establish a “unified process for
reporting, tracking, and accessing [SARs]” in a manner that rigorously protects the privacy and civil
liberties of Americans, as called [or in the National Strategy for Information Sharing, The Kenlucky
Office of Tomeland provides project management to (he NSI program in the Kentucky Intelligence
Fusion Center with infclligence analytical personnel lo protect (he citizens of the Commonwealth.




law enforcement and other response olflicials can access the Kentlucky Open Portal Solution and Law
Enlorcement Tnlformation Metwork of Kentucky to run license plates and check for warrants.

Lisers can submit various reporls from (heir vehieles such as citations, incident and ¢leetronic intelligence
1eports,

Kentucky remains the only state in the nation to own a statewide mobile data network and mandate that
all local first response agencics have access lo the syslem at wo charge. KOHS has awarded
approximately $435,915 in 2011 Homeland Security funding for the purchase of mobile data computers
to access Lhe mobile dala network.

The mabile data network is elfeclively al capacily wilth many uscrs swilching o cellular carrier air cards
lo provide access to data while mobile. This is understandable because of the low speed limitations of the
19.2 Kbps network. Once the situation with the national broadband data nelwork becomes clearer,
Kentucky must plan to augment this network with a high-speed system in choke points.

Federal Partners
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Statewide Communications Intcroperability Plan

Kentucky's Statewide Communications Interoperability Plan (S5CIIY) is the state’s primary tool for
documenting near-term and long-term interoperability initiatives. As parl of the ongeing annual review
process, lhe plan was reviewed, updated, and approved for release by the Kentucky Wireless
Interoperability Executive Commitlee (KWIEC) in July. The KWIRC's Public Safety Working Group
(PSWG) utilizes the SCIP as they formulate communications architecture, standards, and strategies of
interast to the KWIEC, The PSWG also conducts an annual review of all communications grant requests
for technieal viability and compliance with KWIEC and Office of Emergency Communications dircctives
and makes recommendation lo the KOS executive director. KKO11S is a voting member of the KWIEC,

Statewide Wireless Voice Interoperability - Voice Mutual Aid

Kenlucky’s Voice Mutual Aid system gives [irst responders an ability {o communicate doring a range of
incidents. Mutual Aid is the capability for agencies to tune in to a dedicated frequency using a standard
protocol estabilishing interoperable voice communications with other lirst responders on site. This system
is available at no cost Lo Orst responders and is 100 percent compatible across the Commonwealth.

Current and ongoing initiatives include the following:
o  Continued implementing projects totaling $15,625,000 from the Public Safety Interoperable
Communications (PSIC) federal granl program (hal are essenlial o improving the slale’s Voice
Mutnal Aid system.
s The PSIC project inclides the strategic deployment of six mobile communications centers:

KSP Post |-Mayficld
KSP Post 16-11enderson
KSI Post 15-Colnmbia
KSP Post 6-Dry Ridge
KSI* Post 10-Hatlan
&P Post B-Pikeville

b A i i i o

The mobile communication centers arc in use and have been deployed for the following special
operalions and cvents:
¥ DPike Counly [lash flooding: I'wo trailers deployed to support law enforcement,
emergeney management and FEMA with dispatch services for approximaiely two weeks.
¥ Livingston County flood: one trailer deployed for two weeks provided 911 dispatch
scrvice to Livingston Counly when (heir Public Service Answer Poinl was abandoned due
to flooding.
#  Kentucky Derby: One (railer deployed as base of operations [or law enforeement special
operations
# National Level Exercise: Two trailers deployed [or National Level Earlhiquake Exercisc
to test conneclivity back to BOC and Frankfort Command as well as local interoperability
during catastrophic infrastructure loss during MNew Madrid carthquake,

KOS has awarded approximately $1,152,800 in 2011 Homeland Security funding for the purchase of
radios and $333.200 for communicalions infrastructure,

Statewide Data Interoperability - Mobile Data Network

Wireless data communications is an essential tool for elfective response and successful law enforcement
activity. 1t permits 800 MHz wireless data communication across the Commonwealth. Via this network,
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Grants Program

The Kentucky Office of Tomeland Sceurity (KOLIS) has been charged by the Governor's Oiffice to
coordinale (the Commonwealll's {errorism prevention and emergency preparcdness efforts. Public safety
is our top priorily and that is why we work with the communities, first responders and citizens to ensure
Kentucky stands “Ready and Prepared.”

KOHS implements objectives addressed in a serics of post%/11 laws, siralcpy documents, plans and
Homeland Securily Presidential Dircclives (11SPDs). Public Taw 110-53-August 3, 2007 Tmplementing
Recommendations of the 9/11 Commission Act of 2007 sets forth program requiremenis for state
implementation. Other applicable documents include, but are not limiled to, Critical Infrastruclure
Information Act of 2002, National Response Plan (NRD), National Preparedness Guidclines, National
Infrastructure  Protection Plan (NTPP), Information Sharing Environment Tmplementation Plan and
specific Homeland Sceurity Grant Programs’ Guidance and Applications Kits.

HSPT)-8 National Preparedness is at strengthening the security and resilicnce of the United Slates {lrongh
systematic preparation for the threals that pose the greates! risk to the security ol the nation, including acls
of terrorism, cyber attacks, pandemics, and calasirophic natural disasters,

KOIIS leverages federal grant progeams and the slale T.aw Enforcement Proteet ion Program (LEPT) o
better prepare our communitics, families and (irst responders (o deal with emergencies. In addition, the
Commercial Mobile Radio Service Telecommunications Board of Kentucky (CMRS), which supports (he
911 system, is attached (o KOHS for administrative purposes.

All KOIIS activities, which arc a resull of U.5. Department of Ilomeland Sccurily laws, plans and
guidelines, are supported with federal grant funds. Total lederal grant funding for KOITS
continues to be reduced:

FY 09: 813,355,007

FY 10: 513,058,687 3% reduction
FY 11: % 5,858,393 45% reduction
FY 12: 52,929,197 50% reduction

(estimate based on DIIS correspondence)
KOHS receives the majorily of grant funds Grom the 1.8, Department of Homeland Secunity. However,
ihe office has also reecived a one-lime grant from the Department of Commerce. KOHS also manages a

I lomeland Defense Equipment Reuse Program [rom the Department of Encrgy.

KOIIS is currenily managing the [ollowing grant programs:

| Homeland Security Grant Program (HSGP)

State Homeland Sceurily | Supports the implementation of State Yearly
Program (SHSP) Iomeland Sceurity Strategies to address the Nationally competitive

identified planning, equipment, training, and 5% admin

exercise nceds for acts of terrorism.. ]
Metropolitan Medical Supports designated jurisdictions (o [urther Flow through grant to
Response System enhiance and sustain a regionally integrated, T.exington and
Program (MMRS) systemalic mass casualty incident preparedness | Louisville

program, TFormula Grant

5% admin

10



Citizen Corps Program
(CCr)

Urban Areas Security
Initiative Program (ITAST)

Emergency Management
Performance Grant
(EMI'G)

Emergency Management Performance GI'-E-I_IH' (EMEG)

Mission is to bring community and government
leaders logether (o coordinate the involvement
of commumity members in emergency
preparedness, planning, mitigation, response,
and recover.

Formula Grinl
CERT teams
Statle couneil
5% admin

Addresses the unigue planning, cyuipment,
training, and exercise needs of high-threat,
high-density nrban arcas.

Effective FFY 2011, Congress did not fund
this grant for Louisville

Flow through to
Lonisville

Mationally competitive
Louisville shares
athnin

Sustaing and enhances all-hazards cinergency
management capabilities.

Yearly

Flow tlirough i
KYEM

0% adnin

Buffer Zone Protection Program (BZFPP)

Butter Zone Protection
Program (BZI1)

Provides [unds to increase the preparedness
capabilitics of jurisdictions responsible or the
safely wnd seeurily of communities
surrounding high-priority Critical
[nfrastruciure and Koy Resources (CIKR)
assets

Eifleclive FFY 2011, Congress did not fund
this grant

Intero [J'l:l'}-l-ﬁ[_(,‘ Ji‘,m;u.'gaq-:y
Communieations Grant
Program (1ECGI)

Yearly
Formula Grant
5% admin

Inlerj:_rperablé Eme rgency Communications Grant Program (ILCGP)

Provides planning, training, and cxercise
funding to carry out initiatives to improve
inleraperable emergeney conununications.

Effe¢tive FFY 2011, Congress did not fund
this grant

Public Safety
Interoperahle
Communications Grant
Program (PSIC) 'Y 07

Public Safety Interoperable Communications Grant Program (PSIC)

Formula Grant
3% admin

Finhances interoperable communications with
respect W voice, data, andfor video signals.

Law Enforcement Protection Program (LEPFE)

One time
25% Malch
5% admin

Law Enforcement
Protection 'rogram

Provides funds for body armor, fircarns,
grmunition, clectronic control devices,

electronic weapons or electran-muscular
disruption technology [or sworn peace officers.

Chigoing during the
year

State funds

All grant programs are managed consistently regardless of the granl source.

The office submits

applications to the appropriate federal agency, accepts awards, completes agreements with local and stale
agencics, manages the finances and maonitors all projects continually for compliance.

11



DHS Grant Award Procedures

5.

f.

When DIIS reccives an appropriation, it releases the criteria for a competitive granl process lo the
states. )
a. DHS provides guidelines detailing the eriteria, which must be followed when applying
for and distributing these funds.
b. KOHS applies lo DILS Lo receive consideration for funding,
¢, KOHS receives award nolification from DHS.
d. When KOHS receives a final award letter from DIIS, the state has 45 days to fulfill all
compliance requircments.

KOHS provides an updated application to local apencies based on DHS gnidance and the KOHS
Strategic Plan,
a. KOHS provides regional (raining conferences lor grand applicants and individnal
lechnical assistance upon request,
b. Lacal applications are sent fo KOUS., Tach agericy must submit multiple copies of their
grant application.

Subjeet matler experts review all applications. KOHS creates independent lcehnical review
teams (hat consisl of subject-matter experts with varied experience and skills,
0. These reviewers include, but are not limited (o, current and retived cmorgency medical
(echnicians (RM1's), firefighters, law enforcement, and other applicable stale agencies
b, Volunteer teams of a minimum of (hree are formed with various levels of expertise and
skills.
o All reviewers are required to sign a confidentiality agreement and an agrecment to
disqualily themselves if they have a conllict of intercst with a grant they arc reviewing.
A Euch {cam revicws, comments and may recommend each application for funding.

The review process was updated for TFY 11 due to large cuts in funding, the progress thal has
been made in the MDC Investinent, and the FCC narrowbanding mandate with a deadline of Jan.
1,2013.

a. Communication applications [or radios and inlrastmeture were reviewed and
recommended by the Kentucky Wircless Itcroperabilily Fxecutive Commitlee
(KWIEC).

b. MDC Applications were reviewed and funding recommended by the KOHS execulive
stall,

¢. 011 communication applications were reviewed and finding reconunended by the
Commercial Mobile Radio Service Telecommunication Board of Kentucky.

d. Recognized Regional Temn applications were reviewed and funding recommended by the
KOS excentive stall in coordination with approprisle subject matler experls.

¢, A technical peer review leam reviewed first responder equipment, alert systems, and
eritical infrastructure applications.

KOHS execulive stall then performs a functional review and provides a preliminary proposal
hased on the reviewer’s recommendations, stalewide needs and the KOHS Strategic Plan.

The exceutive director reviews the recommendations and may make changes based on special
needs and risk. The document is then sent (o the Governor for review.

The Governor revicws and approves,

12



9 Award and conciliatory lelfers are senl lo applicanls.  The reviewer’s comment sheeis are
attached to all letters.

10. KOHS sends award information to DHS within 45 days for the foderal award, DHS ensures that
all awards adhere to federal guidelines.

11, Masler agreements are crcated belween KOHS and award recipients.

#.  Following appropriate signatures, the master agreement is senl lo (he Finance Cabinet
who reviews, approves and releases the funds.

b. 'The Kentucky Wireless Inleroperability Uxecutive ("nmmlllcc must also approve
interoperability grants.

¢. All award recipients musl be compliant with Nation Ineident Management System
(NIMS) or taking steps toward NIMS compliancy,

d. When necessary, environmental cleavance approval is selicited from DHS/FEMA.

12. Award recipients can then proceed with project implementation as detailed in their agreements
with KOHS.

13, Each award recipient is reimbursed after funds are expended by local agencies and proper
docwmentation is provided lo KOHS,

14. KOHS continuously monitors and provides technical assistance [or the award period of the
grants.

15. Upon the completion of the grant project, a final site visit iz conducted 1o verily compliance with
the KOHS agreement.

16. KOHS provides an updated application to state and local agencics based on DHS guidance and
the IKOHS Strategic Plan, State and local agencics may apply for funds throughont the year for
projects that are within the scope of DHS guidelines. Once a grants manager reviews the
application, the grants branch manager will submit his'her review to the deputy director of grants
and finance. The deputy director for grants and finance or the excculive director of KOS has
the authority to approve or deny the grant application. These grants are funded with unobligated
funds that are held over from grants not followed throngh with by previous grant recipients.

KOILIS FFY 2011 Local Grant Award Procedures

The KOHS stall conducted FFY-2011 Application Training in eight sites throughont the slate plus a “catch-
up™ meeting in Franktort, These workshops drew approximately 300 participants representing 84 counties, 12
area development districts, four universitics, one slale agency and one airporl, By the closing dale [or
applications — May 27 — KOIIS had received 303 requests representing a lotal amount in excess of $28
million. (I should be noted that enly 54,109,764 became available firom the ULS. Department of Homeland
Secnrity)

Applications from citics, countics, and area development districts fell within well-defined categorics—
Communications {(mobile data computers, 911 centers, radios, towers and other); Equipment (specialty
response  team, decontamination, detection, personal  prolection  equipment, chemical/biological/
radiologicalmuclear, physical securily and other); Improvised [xplosive Devices (altack deterrence,
prevention and protection); and Generators and Alert Systems.
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KOS subsequently held training for 18 pecr reviewers [rom (he fields of law enforcement, fire, cmergency
medical services, grant specialists, 911 telecommunicators and inlorested citizens, Peer reviewers were
divided inlo groups of three lo review the applications. Using a project priority cvaluation sheets, participants
were asked to review applications to evaluate cffcetiveness in meeting state and [ederal homeland sccurity
objectives and then rale the applications in one of four categories: highly recommended for funding,

recommended for funding, propesal acceptable or not recommended for funding,

Upon completion of the initial application peer reviews and subjcel matter experts, KOHS stall began a
detailed study to determine individual and all-inclusive costs of each radio, and/or equipment application.
Realizing thal (he amount of DHS funding had been reduced significantly for the seventh conseculive year,
conseicntious efforts were made to maximize the number of cities and counties receiving grants by approving

the most essenlial needs.

2011 Federal Grants

Non-discretionary grant funds provided to Kentueky by the U, S, Department of Homeland Security.

o  Metropolitan Medical Response System (MMRS)
{Louisville Metro & Lexington-Fayetle Urban)

o Citizen Corps Program (CCI)

o Emergency Management Performance Grant (EMPG)
(Kentucky Division of Emergency Management)

e Buffer Zone Protection Program (BZPP)
o Tnteroperable Emergency Communications Grant
s Emergency Operations Center Grant

o Urban Area Sceurity Initiative (UASI)
Louisville Metro Govermment

$563,386

$157.802

$5,202,023

$0.00
$0.00
$0.00

$0.00

Discrctionary grant funds provided {o Kentucky by the U. S, Department of TTomeland Security

s Stale Homeland Security Grant Program (SHGL)
(Only $4,109,764 of the $5,858,393
became available for local community competitive grants.)

FFY 2011 State Homeland Sceurity Program (SHSP) 85,858,393

Total funding to KOHS $5.137,205
Total discretionary funding (o local agencics 54,114,765
T'otal diseretionary lunding to KOHS $1,022,440

L4

$5.858,393
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20%



PROJECTS AMOUNT % OF AWARD

Federal Funds to Local Agencics: 80% of Total Award

COMMUNICATIONS 52,400,665 47%
Radic Projects 51,152,800

Mobile Dala Compulers 3435915

Communication Infrastrmetre $333,200

911 Projects 282,500

Alert Systems $196,250

FIRST RESPONDER EQUIPMENT $1,218,800 24%
Detection $382.000

Miedical $322.500

Scarch and Rescue $259.000

Personal Protective 4255000

TIRST RESPONDER TRAINING 374,800 1%
Specialized Local Training $78.800

MIIYSICAL SECURITY #4 16,500 8%
P'hysical Security Lquipment $17.500

Cicnerators £309.000

8% Communications

B Alert Systems

0,
i . 2% 911
48% [ ﬂ W Tnfrastructure
e/ 14%
> H Mobile Data Computers
18% U Radios

Equipment

H Detection
H hedical

H Personal Proteclive Eq.

& Search and Rescuce
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Local Investments

0
2% 10% i Communications
B FEquipment
30% 5894 U Training

i Physical Sccurity

4% Physical Security

H Sceurity Fquipment

H (Generators
96%
Tederal Funds to KOHS: 20% of Total Award
Planning $390,031 1%
Fusion Center £250,549 6%
Citizen Preparcdness and Awareness $125,000 2%
Management and Administration $256,860 5%

Kentucky Office of Homeland Sccurity Grant Program Funding

(Includes SHSP, CCP, MMRS)
(Dues not include Tovisville UAST funding)

Fiseal Year Funding Received Administration
2004 $35,073,000 3%
. 2005 25,492,546 5%
2006 16,165,634 5%
2007 12,719,073 5%
2008 11,592,125 3%
2009 2,460,429 3%
2010 8,839,404 5%
2{11 5,858,393 5%




United Stutes Department of Homeland Securily Personnel and
Operating Funding to (he Kentucky Office of ITomeland Security

Fiseal Year Funding Received for Personnel & Operating Costs
2004 - %7,725.039
2005 5,031,255
2006 3,747,557
2007 2,697.222
2008 2,222,993
2009 - 2,001,697
2010 | i 1,822,457 -
21 1,207,737

Staie Homeland Security Grant Program (SITGP) Funding to the
Kentucky Office of TTomeland Secuvity Discrefionary Grant Funds for Local Agencics

Fiseal Year Funding Reccived for T.ocal Grants
2004 _ 527,616,000 _
2005 18,394,554
2006 11,864,000
2007 8,808,000
2008 7,672,000
2009 ) 6,874,800 -
2010 6,416,000
2011 4,114,765

Bufter Zone Protection Program (BZI')) Funding to the
Kentucky Office of ITomeland Security

Fiseal Year BLPP Funding
s | - 51,830,109
2006 - 567,000
2007 962,500
- ZDDR - 597,000
2009 400,000
2010 . = 700,004
2011 - 0




Urban Area Strategic Initiative (UASI) Funding to the
Kentueky Office of Homeland Security for Louisville Metro

Fiscal Year UASL Funding
I 2004 | $8,934,634 ]
L 2005 5,000,000 |
2006 8,520,000
| 2007 | 0 ]
2008 e = 1,421,500 |
.| S 2,201,800
| 2010 | 2,205,723 ]
2011 0 o

Emergency Management Performance Grant (EMPG) to the
Kentucky Office of TTomeland Seeurily for the Kentucly Division of Emergency Manngement

Fiscal Year EMPG Funding
K 2004 1 Direet io KYEM
_ 2005 $2,756,510 ol
2006 2,817,197
L 2007 3,076,383 )
2007 supplemental | 792,852
[l 2008 4,607,434 ]
2009 0 | 4,838,849 |
" 2010 B E 5,211,240
[ S 5,202,923 ]

Interoperable Emergency Communications Grani Program (IECGD) Funding to the Kentuclky Office
of Tlomeland Securily

|_ Fiseul Year IECGY Funding

B 008 | $531,180 —
2009 506,778

- 2010 543,500
o 2im 0 |
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Emergency Operalions Center (EOC) Funding to the

Kentuelky Office of Homeland Security

Fiscal Year EOC Funding
2009 ST50,000 (Crittenden County)
2010 $800,000 (Mereer County and KYEM)
2011 0
KOIIS Grant Staff is Currently Managing the Following Projeets

FISCAL YEAR ~ GRANT PROGRAM DOLLARS # OF PROJECTS
2007 HSGI* 5 16,608 1
2007 PSIC 14,898,744 8 B
2008 HSGP 1,264,585 10
20049 BZrT 388,000 2
2009 IECGP 491,575 1
2009 EOC 750,000 1
2009 HSGP 1,809,791 26
2010 LASI 2,145,746 1
2010 EMEPG 5,211,240 1
2010 BZIP 700,000 3
2010 FOC 800,000 2 ]

2010 HSGP 7,278,051 86
2010 TECGP 543,500 1
2011 HSGP 4,114,765 127
2011 EMPG 5,202,923 1

TOTALS 15 F45,015,528 2
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FFY 11 SHSP FUNDED COMPETTTIVE LOCAL GRANTS

=
SUBRLECIPIENT | COUNTY PROJECT AWARD
Adair Co. Adair Water Rescue Equipment $20,000
Allen Co. Allen Mobile Data Computers for Sheritf’s Office, Fire £25,500
Department and EMS B
Anderson Ca. Anderson Radios for Police Departmen, Fire Department and $35,000
EMS B
Tallard Co. Ballard Radios for Sheriffs Office, Fire Deparlments, EMS $31.500
and Rescuc B
Glasgow Barren Vapor Protective Ensembles and Infrared F19.,000
Speetroscopy Point Detector, | lazMat Monilor h
Boone Co. Boone Repeaters 41,000
Catletishurg Boyd Turnout Gear and SCBAs [or Fire Department £36,000
Regional Public Boyd 911 Center Eguipmenl $32.000
Safety
Communications
Cenler =
Tluegrass ADD Boyle Bio Chemical Detection Kils $7,000
Bracken Co. Rracken 011 Center Equipment $79,000
Iincoln Trail ADD | Breekinridge | Vehicle Repeaters $25,000
Hardinsburg Nreckintidge | Water Rescue Equipment $13.000
Builitt Co. Bullitt Communication Tower Upgrades $47,000
Butler Co. Butler Repealers $53,000
Calloway Co. Calloway Radios $37.000
Campbell Co. Campbell Radios for Alexandria, Bellevue, Dayton, Tt $3R8,000
‘Ihomas, Highland Heights/Southgate, Silver Grove
. and Wilder Police Diepartments
Alexandria Tire Camphell Lxtrication Equipmenl $16,000
| Districl
Campbell Co. Fire | Campbell Cardiac Monitor $22,000
| District Four
Fort Thomas Camphell Turn Out Gear for Fire Department, Air Tank Fill $52,000
2 Station for various Fire Departments
Newporl Campbell Deflibrillator £335,000
Carlisle Co. Carlisle Thermal Imaging Cameras for Various Fire, Radio 524,000

and Dry Suits
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Dardwell Carlisle Fxtrication Hguipment 327,000
Carroll Co. Carroll Delibrillator, Mobile Data Computers for Sherift’s 33,000
Office
Grayson, City OF | Carter Water Rescue Equipment $21,000
Christian Co. Christian Mabile Data Computers for SherilTs Office, Radios 3:'215-,4%
Hopkinsville Cliristian Maohile Data Compulers 17,000
Winchester Clark Radios [or Sheriff's Office, Clark County Fire 342,000
Department, Winchester Police Department, Fire
Department and TMS, Sceurity System lor Police
Department
Manchestcr Clay Turnount Gear for Fire Departinent £20,000
Clinton Co. Clinton 011 Cenler Equipment 541,500
Marion Critlenden Mobile Data Compulers Gor Police Department B17.000
(wenshoro Daviess Mobile Data Computers for Fire Department 516,000
Edmonson Co. Edmonson Aldert Syslem £38.500
Fdmonson Co, Mdmaonson Mabile Data Computers for TMS3 £18,500
Ambulance Tax
Digtricl
llliott Co. Lilliott lixtrication Equipment 34,000
Lexinglon Fayelle Robot Upgrades [or Bomb Squad, HazMat Detection | 3360,800
and Monitoring Devices, Statewide Bomb Squad
Training, Statewide 1lazMat Training
Ewing Fleming Bepealers $10,000
Flemingsburg Fleming Radios for FFire Department 37,500
Floyd Co. Floyd Radios [or Sherills OfTice $43,500
Wheelwright Floyd Radio for Police Department 52,000
Frankfort Franklin Mighl Vision Systems, SCBA Adr 'l'anks for Fire £38.000
Department _
Franklin Co. Franklin Muobile Data Compulers [or Sheriff’s office, Franklin $39,500
County Fire Depariment, Franklorl Molice
Department and Fire Department and
- _ Franklorl/Franklin County EMS
Grarrard Co, Garrard Adort Systems $44,000
Williamstown Granl Muobile Thata Compulers [or Police Department and F17,000
Fire Department )
CGiraves Co. Ciraves Muobile Data Computers Sherift’s Office, Sheritt and $36,350

EMS ATVs
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Cireensburg Cireen Repeater $18,200
Greenup Co. Greenup Repeaters, Radios for Sheriff's Olfice $65,500
Lincoln Trail ADD | Hardin Radios tor various Police Departments, Tire 395,000
Departments and Sherills® Offices
Tarrison Co. Tarrison Repeaters £39,000
Hart Co. Hart 911/EOC Equipment $20,000
Henderson Fire Henderson Maohile Data Computers for Five Department $44.000
| Department
Hickman Co, EMS | Hickman Detibrillalor $29,000
Hopkins Co. Hapkins Radio Tnfrastruciure for 25 Compliance $113,000
Louisville Jellerson Gienerator for MetroSale $350,000
Universily OF Jefferson All Terrain Vehicle £8,300
Louisville ]
Anchorage Tire Jefferson Mobile Data Computers for Tire and EMS $13,000
And Ems —
Jelferson Co, TelTerson Mabile Data Computers for Sheriff’s Office $27415
| Sheriff's Ollice
Graymoor- Jellerson Radios for Police Department $12,000
Devondale
West Buechel Jefferson Mohile Data Computers for Police Department $12,500
Jessamine Co TMS | Jessamine [efibrillator 324,000
Johnson Ca. Johnson Radios for Sheriff’s Office $14,000
Kenton Co, Kenton Defibrillator $25.500
Erlanger Kenton Radios for Police Depariment and Sheriffs” Olfices $85.000
Fort Mitchell Kcnton I'hermal Imaging Cameras and Multi-gas Detector $11,000
Lawrenee Co. Lawrcnce 91 1/EOC Equipment $62,500
Leslie Co. Teslie 01 1/EQC Equipinent £14.500
Lewis Co. Lewis Repeater £11,500
Salem Livingsion Search & Rescue Trailer with Supplics 11,000
Auburn Logan In-car Vidco Cameras $7,000
Lyon Co, Lyon Radios 20,500
Kuttawa T.yon Exlirication Equipment $24,000
Berea Madison Maobile Data Computers for Police Department and £39.000
Sherifl™s (ffice
Madison Generator [or White Hall Tire Department $35.,000

Madison Co.
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Magollin Co. Magollin Radios for Sheriff's Office and Fire Department $55,500

[.ebanon Marion Turn Out Gear for Tive Depariinienl, Porlable $60,600
Emergency {Fenerator

Marshall Ca. Marshall Incident Response Viehicle with EMS slide-in skid $77,000
and heart monitors

Nenton Marshall Mabile Data Computer for Fire Departinent and 34,500
I'rinter for Police Department

Nuffalo Trace Mason Thermal Imagery Cameras and Alert System 85,000

ADD -

Mason Co. Mason Tixtrication Tguipment $19,000

Paducah MeCracken | Badios for Police Department $60,000

Mcl.can Co, Mel.can Radios for Firc and EMS, Iniravenous Pumps and a $36.000
Stair Pro Gurney

Meade Co. Meade Radios lor SherilTs Office 59,400

wMercer Co. Fire Mercer Turn Out Gear for Fire Department 328,000

Protection Districl

Mctealte Co, Metealfe [lepeaters 344,000

Central Cily Muhlenberg | Mobile Data Computers for Police Department $26,000

| Gireenville Pd Muhlenberg | Mobile Data Computers lor Police Department 517,000

Powderly Muhlenberg | Mobile Data Computer for Police Department 58,500

Nelson Co. Nelson Battery Powered Gurncys $24,000

Bardslown Nelson Radios [or Fire Departments and EMS $35,000

RBlucgrass AN Micholas Radios Police Department, Fire Department and $40,000

i escue Squad

LulGrange Oldham Maobile Data Compulers Tor Police Department B11,000

Mdham Co, Oldham 2 Way Radio Communieations and Emcrgency Alert -$1 1,000

Ambulance Taxing Pager Equipment

Distriel

Chwen Co. Owen Bepealers $15,000

Pendlclon Co. Pendicton Radios for Police Depariment, Sheriff *s Office, Fire $32,500

] | Department and EMS

I'ike Co. Pike Paortable Gas and Vapor Identilier £55.000

Pikeville ke Flood Gate Generalor 14,000

Somerset PPulask Cardiac Monitor with Pover Unit $41.000

tvlounl Vemon Rockeastle Exlrication Equipmenl $27,500




Brodhead | Rackeastle | Defibrillator and Thermal Imaging Cameras, Scene $23,200
Light and Generator
Morehead Ronwan Access Barrier Gate and Surveillance Cameras £0.000
Lake Cumberland | Russell Alert System for Wolfe Creek Dam Area 43,750
| ADD _
Shelby Ca. Shelby Radios for Sherill's Office, Shelbyville and £60,000
i Simpsonville Police Departments
Simpzon Co. Simpson Alert Syslem $23,000
Spencer Co. Spencer Mohile Data Computers for Sherifl’s Office, $36,000
Taylorsville Police Depariment and Spencer County
. 1 M5 ]
Campbellsville Laylor Water Rescne Equipment $20,000
Tilkton Tadd Turn Out Gear and SCTIA Devices [or Fire Dept $25,000
Cadiz Trigg Radios for City Fire and Police 520,000
Trige Co. Trigge Radios for EMS $4.,500
Trimble Co. I'rimble Radios [or Milton FD, Bedford FD, TCESU and $18,000
- TCEMS ]
Wairen Co. Warren Radios for SherifTs Department and WK Police £33.000
Deparlment |
Bowling Green Warren Radios for Police Department $33,000
Wayne Co, Wayne Radios for Sherilfs Olfice, Monticello and Susic Fire | $21,500
e e Departments, BMS and Rescue ]
Webster Co. Wehster Repeater $17,000
Whitley Co. Whilley 911 Center Equipment $33.,000
Woaodford Co. Woodford Radios for Sherif’s Office, Woodford County Fire $30,000
Department, Versailles Police Deparlment, Yersailles
o I'ive Deparlment
Slaie Fire Slate Turn-oul Gear 12,150

| Marshall’s Office
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Froject ==
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Training Coordination and National Incident
Management Programs

The Kentucky Office of Homeland Security Exercise and Tvaluation Program assists communities with
the conrdinated and collaborative review of (heir capabilities Lo respond to anticipated and unanticipated
events. The Excrcise and Evaluation Program is a partnership with (he Kenlucky Communily and
Technical College System and The Kentucky Fire Commission/Slate Fire Rescue Training, In this
venlure, we cooperate with Kentueky Division of Lmergency Management and (he Kentucky Department
for Public Health. This endeavor brought several major bencfits:

‘Vesting and validating of plans, policies and procedures \\\\\\\H ]'H i
Testing of training, equipment, and interagency agreements % _ _ ﬁ

Improving intra-agency courdination and communications
Improving individual performance

Tdentifying resource deficiencies KCTCS

Identifying opportunitics for improvement ey Crmmivg b et Do Sy

VYYYYYY

Number of major Txercises and Exercise-Related Activilics
‘I'ablctop exercises
Functional cxerciscs
Full-scale excreises

P 4

B B WA — = LA

R T N~ HENTUCKY FINE
FExercise (raining classes COMMI5SION
MSL"QS]‘IIEH[S SEATEFIRE RASEUE TRRGING
Conference supports

‘The National Tncidenl Management System (NIMS) is an ongoing federal program enabling responders
and support organizations at all levels to work more effectively while managing emergency incidents. The
following NIMS Incident Management. Courses were delivered as a resull of a parinership between
KOHS, Kentucky Fire Commission (KFC), the Neparlment of Criminal Justice Training (DOCIT), the
Department for Public Healih (KDPH), the Kentucky Board of Emergency Medica! Survices (KTEMS), the
Kentucky Division of Emergency Management (KYLEM) and the Center for Domeslic Preparcdness.

1C8 300 15 classes
1C5 400 14 classcs
[CS Train e Trainer 2 classes

Total attendance at the above listed courses was approximately 720 responders (middle management and
above was required)

KOHS, KEC, DOCIT, KDIH, KEMS, and KYEM arc active members of the Tncident Command System
(ICS) Training Workgroup. The workgroup has developed an ICS training program [or the
Commonwealth’s Grst responders (hat ensure quality training by ufilizing Kentucky cortified instructors.
All lead instructors must have completed an ICS Train the Trainer course, are experience state cerlified
structors and were recommended to KOHS to be an ICS instructor by a slate training agency. The slate
108 courses meet the recommendations listed in the NIMS Training Plan. KOIUI$'s Training Division

manages the [CS Training Program [or the state agencies Lhat are members of the ICS Training
Workgaroup.

KOLIS is respunsible for coordinating in-state and oul-of-state homeland security training made available
to first responders by the U.S. Department of Homeland Sceurity (DTIS) aud its training pariners. During
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ihe  reporting period, 162 Kentucky responders attended DHS training courses outside (he
Commonwealtl.

There were 51 "All Hazards™ DHS training conrses coordinated by KOHS, and delivered within the
Commonwealth, Examples of course topics are included:

Medical Preparedness and Response to Bombing Incidents

CAMEQ (Compuler-Aided Management of Emergency Operations)
Rail Car Incidents

Business Continuily and Emergency Management

Law [inlorcement Prevention and Delerrence

Disaster Management for Water and Wastewater Utilities

Port and Vessel Security for Public Salely and Marilime Personnel
Publiv information courscs

Radiological/Nuclear Responsc

Riological Agent Response

T'raining for Senior/Elected Oftficials

Fvenl planning for public salely

Agriculture Terrorism Awareness

Disaster Management [or Electric Power Systems

Crisis Management for School Basc Tucidents

Emergency Planning [or Special Needs Communities

Y Y Y YYYYYYYYYY VY

[

KOHS also provided support to enhanced {raining efforts at (le fol lowing in-stale conferences:
Homeland Security/Kentucky State Fire School

Gireen River Fire Officers School

The Kentucky Firefighters Association Conference

Kentucky Emergency Services Confercnce

The Hazard Fire School

The Dixic Fire School

The CSEEP / Governor’s Emergency Management Conference

Kentucky Sale Schools Conference

YYY V¥ YVY

KOHS has partnered with DOCIT in the revision of their 16-hour Basic [lomeland Security Course.
DOCIT has adopted the Louisiana State University homeland security training course, I.aw Enforcement
Prevention and Deterrence of Terrorist Acts. This course has been approved for delivery through the
KOHS. The Kenlucky Intelligence Fusion Center is also providing DOCIT with content for the 1.5 hour
block within the Law Enlorcement Prevention and Deterrence of errorist Acts lraining course (hat
pertains to infonnation sharing,

The exercises of the Kenlucky Homeland Security Exercise and Evaluation Program (Ky-11SEEP) are
focused on heing mulli-agency, multi-jurisdictional and NIMS compliant. The basic activities of K-
HSEEP are highlighted below., A more detailed explanation of activilies is attached in the KOUS
Supplemental,
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Morchead State University Shooting Exercise,
Morechead
MNovember 2010

The Kentucky Homeland Sceurity Exercise and
Fvalnation Program (Ky-HSEEDR) stall’ assisted
the Morchead  State  University  Police
Department in the coordination, design and
conduet of a campus shooting discussion-based,
tabletop exercise, Ils purpose was to review and
cvaluale the university’s emergency plans and
procedures 1o be used during an active shooter
incident, focusing on incident command,
interface belween university officials and [irst
responders, shelter-in-place, cyacuation, student
accountability, and emergency communicalions.
Findings included:

o Turther refine the communications plan
and train staff on changes;

o Clarily response roles and include
detailed informalion in campns
cmergeney plan; and

e (dbtain and install public address
systems in all campus buildings.

Harrison County “Schoolyard Crisis” School
Shootfing Exercise, Cynthiana
February 2011
‘I'he Harrison County School District’s tabletop
or discussion-based exercise was developed to
test the school district’s Emergency Operalions
Plan in the evenl of a school shoating., The
discussion focused on communications, on-silc
incident management, evacuation and shelter-in-
place and cmergeney public information and
warning capabilities. The primary areas for

improvement inchided:

e Tmprove the alert notification (o include
private schools in the distriet;

e Include substitulc lcachers and other
school staff in emergency planning and
training; and

o  Develop a district-wide badging system
to elearly identify school personnel.

Fulton County Earthqualke Tabletop
Excreise, Hickmun
February 2011
Ky-T1ISEEDP assisted Fulion County Emergency
Management in the planning, design and
conduct of (his disenssion-based  exercisc,
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simulating the response to a major earthquake in
the region. The exercise focused on  the
implementation of the emergency support
funetions  within the  County  Emergency
Operations Center, specifically addressing:
cmergency  communications, command  and
conlrol, operations, and logistics. Primary areas
for improvements identified during the exercise
included:

o Need for additional (raining and
excreises for staft, especially for new
staff members;

o Development of a
stalling plan; and

e The necd for backup power [or the
Emergency Operations Cenler.

pre-emergency

Three-Day Homeland Security Exercisc and
Evaluation Program (HSEEP) Training
Course, Northern IKentucky
March 2011
The course teaches participating agencies o
develop: 1) an inlerual preparcdness exercise
program and 2) develop effective capabililies-
based exercises under DHS Guidelines and
Presidential Policy Directive 8 by standardizing
methodology and consisient terminology  for
designing,  developing, conducting,  and
evaluating all exerciscs using lessons learned

and cxemplary practices.

National T'raining and Exercise Conlerence,
Emmiishurg, MDD
April 2011

The conference was designed (o provide a
review of currenl and proposed training and
exercise programs within the Federal Emergency
Management  Agency  (FEMA)  that  are
applicable to our state parlners. Il provided
cxamples of best practices in training and
exercises from the federal, state and local level.
KY-HSEEP supparted the planning and conduct
of the conference.

Mational Tevel Exereise — NLE 2011 —
Catastrophic Farlhquale Fxercise
May 2011
Mational Level Tixercise 2011 (MLE 11) was parl
of & series of emergency preparcdness exercise
activities mandated by Congress and designed Lo
educate and prepare parlicipants for potential



catastroplic events. NLE 11 is the first national
level exereise to benefit from changes made (o
the  National Exercise  Program,  The
functional/Tull-scale  exercise practiced inilial
incident response and recovery capabilities,
validated existing plans, policies and procedures,
including Lhe Federal Tnteragency Response
Plan-Farthquake and state and regional New
Madrid catastrophic plans. Approximately 70
Kentucky counties participated during this five-
day event as part of the larger mulii-stale
preparedness exercise.

Nationul Emergency Tnteroperability
Communications Assessment
May-Sept. 2011
Ky-1ISEEDP assisted Kentucky State Police in
conipiling the largest interoperability survey in
the history of Commonwealth, The survey
asscssed the response-level capability of current
communications syslems [or interoperability,
acvording to Mational Energency
Communications Plan standards. The survey
gathered information from all 120 countics
regarding the jurisdictional use of interoperable
communicalions systems and  units  ulilized
during actual emergency responses, special
events, and cxcreises since July 2008, [ocusing
on requirements, standards, data clements, node
conneclivity, protocols,  information  [low,

Lileney, and information utilizalion.

ONE-Day HSEEY Overview Training
Course, Lexington
Junc 2011
The HSERP Overview Training Course teaches
participants (o ellectively design, develop,
conduet, and evaluate capabilitics-based
exercises under DS Guidelines  and
Presidential Policy Direclive 8§ by standardizing
methodology and consistent terminology; using
lessons learned and exemplary practices.

National Emergency Management Academy
(Pilot Courses) Evaluation, Emmitshurg,
Maryland
Jue-Sept. 2011
Two staff members were able o participate in
the pre-rolloul cvaluation of FEMA’s newly
developed Mational Emergency Management
Academy pilol course curricnlum, designed Lo
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establish a national laining and cerdilication
program for emergency managers. The academy
will provide incoming emergency managers the
basic skills associated with their position wud
offer the fundamentals for a successlul carrier
path. (Courses were divided into one two-weck
and one one-week scssion)

Collepe Nxereise Training, Elizabethtown
July 2011

As parl of (he Kenlucky Community and
Technical College System Safety Conflerence,
the KOHS cxcreise stafl held a training/planning
session  introducing  College  Safely  and
Leadership leam members from the e KCTCS
colleges to the fundamentals of organizing,
developing and conduciing campus emergency
preparedness exercises. The training [ocusced on
the eight-step design  process involved in
homeland security discussion- and operalions-
based exerciscs, stall' responsibilitics, after-
action reporting and improvement planning, in
accordance with DHS Guidelines,

Green River Regional Nducational
Cooperative Excreise Praining Class,
Bowling Green
July 2011
The training class introduced members of (he
Green River Regional Educational Cooperative
(GRREC) to the fundamentals of organizalion,
developmenl  awd  conduel  of  emergency
preparedness exercises. The training included
exercise planming, design of discussion-based
and operations-based  exercises, exercise
personnel  responsibililies, and  aller-action
reports and improvement planning in accordance
with DHS Guidelines. (GRREC represents ning
school districts, 56 elementary, middle, and high
schools, 21,000 students, 2,300 school and
district personnel, and more that 50 conumunity

agencies.)

Universily of Kentucky Commonwealth
Stadium Evacuation Exercise, Lexinpgion
August 2011
The University of Kentucky®s Commomwealth
Stadium hosts more than 70,000 people during
multiple cvents cach year. This hecame the focal
point of a discussion-based, (ablelop cxcreise
cenlering on a simulated ferrorist attack on the



stadivn with  substantial  casvalties  and
evacuiation. Emphasis was placed on response
coordination, critical  decision-making; the
integration of university, local, state and federal
resourees during the responsc; and potential
consequences  of  an incidenl  requiring
evacuation.

‘The cxercise demonstrated the need to:

o Oblain and cstablish a backup public
address system, independent of
seoreboard speakers;

s Implement recorded, remately
controlled emergency alerl system
within stadivm.; and

e Train all personnel in the Incident
Command System and cvacuation roles.

Western Kentucky Community and
Technieal College Tornado Tixercise,
Padueah
September 2011
The purpose of thiz tabletop excreise was to
review, examine, and cvaluate the West
Kentucky Community and Technical College
“Campus Safely Policics and Crisis Manual.”
Senior slaff’ and leadership {cam members
focused on  emergency  communicalions,
command structure under emergency conditions,
faculty, staff and student accountability, and
resource management. Emphasis was placed on
identifying resource availability on campus in a
major disaster and the need [or an extended
period of self-sulficicney. The following arcas
for improvement were idenlificd during the

discussion:

o Train additional backup personnel al
least three deep in each Incident
Command System role;

e  Develop position manuals [or cach
Incident Command System position; and

e [Develop an on-sitc/campus resource
ninual,
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Nutional Txercise and Training Conference
Roundtable, Emmitsburg, Maryland
October 2011
The Ky-HSEEP program is involved in the
planning and conduct of the 2012 National
Exercisc and ‘lraining Conference. The
roundtable conducts all the planning for the
national conference, including conference and
propram layout, review of besl exercise and
training  practices, speaker selection  and

conlcrence facilitation.

Three-Day HSEEP Training Course,
Owensboro
{Jotober 2011
The course feaches participating agencies lo
develop: 1) an internal preparcdness exercise
program and 2) develop effective capabililics-
based exércises under the DHS Guidelines and
Presidential I'olicy Dircctive 8 by standardizing
methodology and consistent lerminelogy for
designing,  devcloping, conducting,  and
evalualing all exercises using lessons learned
and exemplary praclices.



Citizen Awareness

In the wake ol 9/11, there was a surge of patriotism and volunteerism thronghoul the country as citizens
wanted to be involved in the evenl of another disaster. Citizen Corps was developed in 2002 (o show hat
there are appropriate roles for voluntesrs in preventing, preparing for, responding to, and recovering from
cinergencies at all levels.

Several volunteer initiatives are under the umbrella of Citizen Corps including in Kentueky communities:

24 Community Emergency Response Teams

53 Medical Reserve Corps groups ffENTUGKY

28 Fire Corps partners COUNCIL.
30 Volunteers in Police Service squads Cl IZ en*c:lo rp S
Numerous USA on Watch/Neighborhood Watch

programs,

All of these programs are currently active, preparing [or and responding to emergencies at the local level,

KOLIS outreach initiatives have centered on distributing preparedness brochures and safety advice via
conlerences, festivals, and community events by cither KOHS staft representation or outreach contracts
with the Area Development Districls.

Some cxamples:

Spansored numerous stalewide evenls ranging from the Kentucky Safe Schools Conferenee (o the
Appalachian Inclusive Emergency Preparcdness Conference.

Displayed preparcdness information al more than 30 conferences and community events around
Kentucky meluding the 2011 Kentucky Stale Fair.

Continued marketing the “Eyes and Ears on Kentucky™ suspicious behavior reporting tip-line to
law enforcement ageneies, public buildings, fire departments, public schools and wiversilics, and
citizens. This KOHS initiative has been followed by a similar “See Something, Say Something”
program by the 118, Department of Homeland Security,

Throughouwt the year, the KOIIS executive dircclor and key staff members conducted numerons
public appearances and communicalions efforts.

Provided Incident Command System (ICS) and Active Shooter QuickSeries reference gnides to
every Superintendent and Lo over (hree-hundred clementary and middle schools. Every law
enforcement, sherift and fire department received QuickSeries 108 and Anli-Lerrorism guides.

commumw EMERGENCY
RESPOMSE TEAM CORPS

medical
resenve
Corps
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Kentucky Office of Homeland Security

Law Enforcement Protection Program

KENTUCKY KOHS
!AUFHCE OF LEPP

. HOMELAND |
SECURITY n)

REALY AND PREPARED
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Law Enforcement Protection Program

The men and women imvolved in law coforcement [ace some of the most significant challenges
imaginable during the course of their careers. Therefore, it is important that these dedicated professionals
have available (o them the very best in protective equipmient and gear. The Law Enforcement Prolection
Program (LEPP) enables IKOLIS lo provide [iuds for these vital items to law enforcement agencies
throughout the Commonweallh,

LEPP dispenses grants [or body annor, Grearms, ammunilion, and eleclronic-control weapons to sworn
peace officers and service animals. These funds are available to cities, counties, charter counties, unified
counties, urban-vounties, and consolidated local govertiment police deparhcnts, public universily salely
and security departments, and sheriff's departments, This program is a joint collaboration between the
KOHS and the K5P.

In awarding grants under this statute, the KOHS gives [irst priority to providing and replacing body armor
and sccond priorily to providing duty firearms and ammunition, with residoal funds available for the
purchase of electronic-control weapons, or electro-muscular disruption technology. Body armor
purchased using LEPP funds shall meet or exceed the standards issued by the National Tnstitute of Justice
for bady armaor.

lentucky Offlee of Homeland Securlty )
Law Enforcement ProtectlonPrograim

City andior CountyLaw Enforcement Agency
Recelved Grant Award FY-10 & 11 .ﬁ
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CITY OF PADUCAH

City of Paducah received this grant to enliance Special Team Response
capabilities through the purchasc of explosive device mitigation and
remediation equipment. Tn January 2011, Paducah police responded Lo
fhe Commercial Waste Inc. of Kentucky transfer station. Secven pipe
bombs were found and destroyed alter an employce had seen Lhe
hombs while a truck was dumping the load of trash.

CITY OFF OWENSBORO

With funding fom this granl, technicians can
now operate their robot wirelessly at a sale
distance while reducing cable entanglement
hazards. On July 5, 2010, Owensboro Hazardous
Device Unit responded to a suspicious device
incident in which the wircless radio control was
utilized. As a result of current and previous SHISP |
funding, Owensbhoro became a regional bomb squad.

CI'TY OF BRODHEAD

Although Brodhead is a small town located in rural
Rockeastle County, it is one of the primary units on eall
for accidents on Interstate 75. Through (wo separate
grants, Brodhead has received CBRNT operational and
search and rescue equipment. This pholo shows the
reseue team responding to a major aceident in a way not
possible before.

FBI CERTIFIED BOMB
SQUAD TRAINING

The Lexington Police Department was funded to provide
training for the five statewide FRIT Certilicd Bomb
Squads as a resull of a need identified through a federal
assessmient, Bomb sguad equipment was also purchased
{o allow for proficient teaching and learning,
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LOGAN COUNTY

In September 2009, the cily of Aubum fire chicl faced a
suspecled arsonist in a point blank shooting attempt.

The tire chict was unable to contact the Tmergency
Communicalion Center (ECC/911) as the Arearm trigger
was pulled but failed to fire. Grant funds through KOHS
provided radios Lo [rsl responder agencies in Logan
County, including city of Auburn, which previously
utilized outdaled analog teclhnology.

LEXINGTON METROPOLITAN
MEDICAL RESPONSE SYSTEM (MMRS)

Lexington-Fayette  Urban  County  Government
purchased an sinbulance medical bus with MMRS
grant funds.  This facility allows city first
responders (o credle an emcergency (riage conter in
the event of a large-scale disaster. This is the only
vehicle of this lype in this state, will the closest
being in Charlotte, N.C. The unit’s first run was
within a month ol the vehicle going into scrvice,
During the World Tquestrian (Games, a Lex'Iran
bus was rear-ended resulting in a mulliple-injury = e
cvent. Without this nnit, all available city emergency medical units would have bean cal Ied to thc: scenc,

STRUCTURAL COLLAPSE
RESPONSE TRAINING

The Lexington-Fayette Urban County Government
reecived [unds lo conduel a regional Stuclurial Collapse
Response Training. Two separate #-hour classes were
lield and included members rom the following fire and
rescue departments: Louisville, (Georgetown, Richmond,
Danville, Fessamine Counly and Anderson County. ‘The
skills learned from this have already been put to use in
cach communily with local insservice (raining,

LOUISVILLE METRO
UASI PROJECT

Louisville Metro Government uses UASI funds to upgrade its
A50/150 MHz radio infrastruciure.  In addifion o Louisville,
ihe citics of Jeffersontown, Shively, 5t Matthews, and
Anchorage are able to benefil from use ol his infrastructure,
Several surrounding counties also access these communication
towers.




STATEWIDE DATA
INTEROPERABILITY

Wircless dala communications permits 800 MTiz
wireless  data  communication  across  Lhe
Commonwealth.  Via this network, law enlorcement
and ofher responsc officials can access the Kenlucky
Open Portal  Solution and Taw  Enforcement
mformation Network of Kentucky to run license
plates and personal information on individuals. Users
can submit varions reports from their vehicles such as
citations, incident and electronic intelligence reports.
Kentucky remains the only state in the nation to own a
statewide mobile data nelwork and mandate (hat all
local [rst responsc agencies be granled access Lo (he system at no charge. 'This continuing Homeland
Security Grant Investment was an initiative begun in FY 2004

The Kentucky eWarrants system  provides an
automated method for the creation, dissemination,
and clearing of warrants. This Web-based program
allows users to create criminal complaints, sign
complainis into warrants, summons or send o
mediation, and access those documents via the
Internet. cWarranls interfaces  with  (he  Law
Enforcement TInformation Network of Kenlucky
permitting 100 percent of all warrants gntered into
{he system to be available to law enlorcement 24/7.

The goal of this stalewide project is to incorporate all
120 counlics into the system. Ten of the most urban counties, including Louisville Metro and Lexinglon-
Fayette County, are already operational because of homeland security grant funding. Using a grant from
(he American Resource and Recovery Act, Kentucky is expanding the sysiem to over 100 rural counties.
KOHS is currently completing this project in an additional five major wban counts with plans lo
complete state implementation with FY2011 funding.
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Reporl Suspicious Acivity

FYES AND EARS ON KENTUCKY PROGRAM
Y
EYES nin EARS

Eyes and Ears on Kentucky is an anonymous telephone tip line that allows Kentuckians to rcport any
sispicious criminal or terrorist activity they may sce or hear. The Kentucky Office of Homeland Security
and Kentucky Intelligence Tusion Center sponsor the tip line, The project was recognized as a maodel
program al a DHS conference in Denver, Colorado.

Protection Statement
KRS 39A.285 [egislative Oudings.
The General Assembly hereby tinds that:

1. Mo government by itsell can guarantee perfoct sceurity from acts of war or
terrorism,

2. The seewrily and well-being of the public depend not just on government, but rest
in large measure upon individual cilizens of the Commonwealth and their level of
understanding, preparation and vigilance.

3. The safety and security of (he Commenwealth cannot be achieved apart from
reliance upon Almighty God as set forth in the public speeches and proclamations
of American Presidents, including Abraham Lincoln’s historic March 30, 1863,
Presidential Mroclamation wrging Americans lo pray and fast during one of the most
dangerous hours in American history, and the text of President John F. Kennedy's
Movember 22, 1963, national security specch which concluded; “For as was wrillen
long ago: ‘Txecept the Lord keep the city, the watchman waketh but in vain.
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